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Oracle Database Security Assessment Tool (DBSAT)
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=Eba—F FERLIZURIDLAL

?jlﬁl%ﬁ%@ ———— AUDIT.RECORDS mm_ ﬁmj—éiﬁﬁ%u
F1) +

Status High Risk

Summary  Examined 3 audit trails. Found no audit records. No errors found in audit initialization parameters.

Details Traditional #udit Trail: Ho recards found
EGﬁfﬁutdiiE Lrai+: HT rﬁcurds fﬁunic:i ]
=| -+ nified Audit Trail: No records foun
REZHREO — |
= AUDIT _FILE DEST=/opt foraclefadninforc|/adunp
ﬁi%m BUDIT SYELOG_LEYEL is not set.

AUDIT_TRAIL=DB

Remarks =3, YAFTATTE(CTELOCRASEFARLEETT, EE0VIE. BLEBES 1Y —0
BEFRERTECLHTEET. tFa VTRV —DFrvT2ERAUEHECHLT. EEFTOR
ZFHEHCCLFTEERAN. ERDEBT7ITrETrEZRET 3 &E. HEHOEROS 1 &0

SREFEERED TEERAIEERLET. T AR—ANSIOIATACEET —SEEETEILN. EBELI—F
*E%H’Eéi’%lﬁ DEEADGSDBTEREIGCICHCHZEENETY., AUDIT_SYSLOG_LEVEL/ (S A—%F. UE—F

syslogh—JU[CEEL - FOEBESNITETEE T 2L DCHETEETT .. LDLVEERER. Oracle
Audit Vault and Database Firewal T4 0 —9~—AMEEL - FEEELT—TEEITAET
DBSAT2.0 5
Bl "
7“}5_‘/7\\ ——————————— References CI5 Oracle Database 12¢ Benchmark v2.0.0: Recommendation 2.2.2
EU General Data Protection Regulation 2016/679: Article 30, 33, 34
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Use Case: T—AR—R[EZLZEITERESNTLNAHN ?
B Ton-sAEHRKRED <) —

Section Pass | Evaluate  Advisory Low Risk  Medium Risk High Risk Total Findings
EEEH 0 0 0 0 0 1 1
i Rt S S 3 L P 4 0 0 4 3 1 12
#EE +O—JL 4 14 0 1 0 0 19
#FEMS0I - FO—JL 0 0 2 0 0 0 2
T— BES 0 1 1 0 0 0 2
J7A A Ot ZFE | 0 1 4 0 0 0 5
EE 3 4 1 0 3 1 12
T —F— 5 3 0 1 2 2 13

w1 - 1 0 0 1 3 0 5
AL —F1 22T 1 1 0 2 1 0 5
Tortal 18 24 8 9 12 5 Fi
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Use Case: 1—H—&1ER{T 5K R DAEER
DBAO—/)LZ{T5EINTWSDIIEMN?

DBAO—JL

PRIV.DBA

status
summary

Details

Remarks

Evaluate

3 grants of DBA role.

Grants of DB& role:
Misk: DE&

PUKL <~ WYDBA: DBA < BERZIERT 5

SYSTEM: [DB&

DBAO—JLIFFERICENTEL DT 1T EER/) (/IR TETEHNTEET ., ERATZZLVEOEES
[CHLTHSTINETT, TOLCENENODIERATEZ1—HI(CZ. RASEEEEIEHC@4 07
A0 PEFHDOESCTIHRENGDET. ARCITHOENZO-ILERRC. FLECHEHTZVED(Z
DBAO—JLZWITH ADMINA T 23 > TSI LERBITET.

References CI5 Oracle Database 12c Benchmark v2.0.0: Recommendation 4.4.4
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DBSAT2.0
ik AE

Use Case: EELT—A2N!) XML

EDFIGET—IMEZIZENLWLH LD I ?

R

EET—4
A —< Ik

DBSAT
Discoverer

=17

INF—2D
TR L mEE

T—AN—Z R EHIEERIA— Vb
- S _\\
IEE'E*E‘\O)jJT: ') BEEF—A4(ZEET3 [BIRTHDATE ]
JZUIL/’\H/ LI clm B VL 3=V I COL NAME PATTERN = DOB|BIRTH.*DATE |DATE.*BIRTH
BRoMI A COL_COMMENT PATTERN = ¥bDOB¥b|Birth.*Date|Date.*Birth

SENSITIVE CATEGORY = PII-Linked - Birth Details
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Report: ED KDH7JE
EET—AOEERY <) —

RXDHYI)—

DBSAT2.0
ik AE

S BT A2 ENLBLNE-TULNS D

Sensitive Category

# Sensitive Rows

JOB DATA

Pl

Pll - ADDRESS

Pll - IT DATA

PII-LINKED

PII-LINKED - BIRTH DETAILS
TOTAL

# Sensitive Tables | # Sensitive Columns
7 18

7 22

8 23

5 5

1 2

1 1

19* 71

906
2968
1859

357

319
1105

3552

ORACLE

FEETANMEMESNTLESRD(EELLEL)E
* BET ARSI TSI (EERLEL)E

-

B e i i e e i i L b i e e e e S A o

N — N RY

B2 T —IDES =5 D FFH
Schema Name Table Name Column Name Column Sensitive Sensitive Type

Comment Category
APP_A APP_USER PWD - Pll - IT DATA PASSWORD
APP_A CUSTOMERS CUST_EMAIL - Pll EMAIL
APP_A CUSTOMERS CUST_FIRST_NAM - Pll FIRST_NAME
E

APP_A CUSTOMERS CUST_STREET_AD -- Pll - ADDRESS STREET
APP_A CUSTOMERS PHONE_NUMBER1 —- Pll PHONE

Copyright © 2018, Oracle and/or its affiliates. All rights reserved.

s

Schema Table Name Columns Sensitive Rows Sensitive Category
Columns
APP_A APP_USER 3 1 496 Pll - IT DATA
APP_A CUSTOMERS 14 8 7 PIl, Pll - ADDRESS
APP_A LINKED_DATA 6 4 500 PII-LINKED, PII-LINKED -
BIRTH DETAILS
APP_A PERSONAL_DATA 9 7 500 PIl, Pl - ADDRESS, PII - IDS
GENEVIS EMP 24 4 14 JOB DATA
HR JOBS 8 3 19 JOB DATA
HR LOCATIONS 12 6 23 Pll - ADDRESS, PIl - IT DATA
HR SUPPLEMENTAL_DATA 6 4 149 FINANCIAL DATA - PCI, JOB
DATA, PIl - IDS, PIl - IT DATA
B O AT e N O e SNl S N R SV VY P S Y S Y O N
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Database

Database In-Memory
Multitenant

More Key Features
Application Development
Big Data Appliance

Cloud Databass Services
Private Database Cloud
Data Warehousing & Big Data
Database Appliance
Exadata Database Machine
High Availability
Manageability

Migrations

Security

Unstructured Data
Upgradss

Windows

Database Technology Index
Recovary Appliance

Multilingual Engine

AAFEA— SRR

Oracle Technology Network / Database / Security / dbsat / Overview

f— Menu Q ... Account v

Overview | Downloads ” Documentation ” Community ” Learn More ‘

Oracle
Database Security Q

Assessment Tool -

With data breaches growing every day along with the
evolving set of data protection and privacy regulations,
protecting business sensitive and regulated data is mission
critical. However, knowing whether the database is securely
configured, who can access it, and where sensitive personal
data resides is a challenge for most organizations. As part of
Oracle’s defense in depth capabilities, the Oracle Database
Security Assessment Tool (DBSAT) helps identify areas
where your database configuration, operation, or
implementation introduces risks and recommends changes
and controls to mitigate those risks.

(4] (+)

Data Sheet: Oracle Database Security

FAQ: Oracle Database Security Assessment
Assessment Tool Tool

Copyright © 2018, Oracle and/or its affiliates. All rights reserved.
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