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Commission Implementing Decision (EU) 2019/419 of 23 January 2019 pursuant to
Regulation (EU) 2016/679 of the European Parliament and of the Council on the
adequate protection of personal data by Japan under the Act on the Protection of

Personal Information (Text with EEA relevance) C/2019/304/
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« "The two latter acts (amended in 2016) contain provisions
applicable to the protection of personal information by public
sector entities. Data processing falling within the scope of
application of those acts is not the object of the adequacy
finding contained in this Decision, which is limited to the
protection of personal information by "Personal Information
Handling Business Operators" (PIHBOs) within the meaning
of the APPI.

- (TEEPE N BRI, I TTOR A A SRR

l_i_ME@l_}Eﬁﬁﬂ Tla <, BNBREEE L OEAS:
%&%a%% BT BENBEROREICBE NS




FDPBE R 4618

« "The adequacy finding of this draft adequacy decision is limited to
the protection of |gersonal informatjon by PIHBOs within the
me_amng of the APPL This means that the adequacy is sectorial
as it only applies to the private sector, excluding from its scope
transfers of personal data between public authorities and bodies.
Currently, the European Commission briefly mentions this
S|CojeC|f|C|ty of the scope of the adequacy in recital 10 of the draft
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« "The EDPB invites the European Commission to explicitly
mention the sectorial nature of this adequacy finding in the
title of the implementing decision as well as in its Article 1 in
accordance with Article 45 (3) GDPR.”

« EDPBIZFMNEFEERICH L, GDPR4GEIIEICHE-LT, ZDFE1
ok & [Alk, %ﬁﬁi;&iEa)')'z’f PILT, COTDHEREDREFRID
HE SOV THRNICERS X 5 K 5,
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Commission Implementing Decision (EU) 2016/1250 of 12 July 2016 pursuant to
Directive 95/46/EC of the European Parliament and of the Council on the
adequacy of the protection provided by the EU-U.S. Privacy Shield (notified under
document C(2016) 4176) (Text with EEA relevance) C/2016/4176
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Privacy Shield Search a g
Framework

Self-Certify Privacy Shield List Audiences About

PRIVACY SHIELD OVERVIEW

2022/3/2

Privacy Shield Program Overview

The EU-U.S. and Swiss-U.S. Privacy Shield Frameworks were designed by the U.S. Department of Commerce, and the European Commission and Swiss
Administration, respectively, to provide companies on both sides of the Atlantic with a mechanism to comply with data protection requirements when
transferring personal data from the European Union and Switzerland to the United States in support of transatlantic commerce. On July 12, 2016, the
European Commission deemed the EU-U.S. Privacy Shield Framework adequate to enable data transfers under EU law (see the adequacy determination).
On January 12,2017, the Swiss Government announced the approval of the Swiss-U.S. Privacy Shield Framework as a valid legal mechanism to comply with
Swiss requirements when transferring personal data from Switzerland to the United States. See the statements from the Swiss Federal Council and Swiss
Federal Data Protection and Information Commissioner.

On July 16, 2020, the Court of Justice of the European Union issued a judgment declaring as “invalid” the European Commission’s Decision (EU) 2016/1250
of 12 July 2016 on the adequacy of the protection provided by the EU-U.S. Privacy Shield. As a result of that decision, the EU-U.S. Privacy Shield Framework
is no longer a valid mechanism to comply with EU data protection requirements when transferring personal data from the European Union to the United
States. This decision does not relieve participants in the EU-U.S. Privacy Shield of their obligations under the EU-U.S. Privacy Shield Framework.

The U.S. Department of Commerce will continue to administer the Privacy Shield program, including processing submissions for self-certification and re-
certification to the Privacy Shield Frameworks and maintaining the Privacy Shield List. If you have questions, please contact the European Commission, the
appropriate European national data protection authority or legal counsel.

Resources

The Privacy Shield program, which is administered by the International Trade Administration (ITA) within the U.S. Department of Commerce, enables U.S-
based organizations to join one or both of the Privacy Shield Frameworks. To join either Privacy Shield Framework, a U.S.-based organization will be
required to self-certify to the Department (via this website) and publicly commit to comply with the Framework requirements. While joining the Privacy
Shield is voluntary, once an eligible organization makes the public commitment to comply with the Framework requirements, the commitment will become

enforceable under U.S. law. All organizations interested in self-certifying to the EU-U.S. Privacy Shield Framework or Swiss-U.S. Privacy Shield Framework
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Privacy Shield Search a o
Framework

Self-Certify Privacy Shield List Audiences About

googld

ACTIVE INACTIVE

Advanced

Google LLC

Mountain View, California

Covered Data @
HR, Non-HR

Swiss-U.S. Privacy Shield

@ Active
+ 1 Covered Entity
@ Questions or Complaints
1to 1 Organizations Per Page for 1 Total Organizations
Self-Certify Privacy Shield List Audiences About
U5, Businesses Program Overview
European Businesses Framework Text
EU and Swiss Individuals Inactive Participants
Data Protection Authorities News &Events
Contact

Privacy Program

Home | Website Feedback | Privacy Policy | Disclaimer | FOIA| USAgov

, U.S. Department of Commerce manages this site to facilitate the Privacy Shield frame:

f \ :I.'”;IMAMDHI\ The International Trade Administration (ITA), inthe United States. External links to other Internet sites
\'m..-j

ABMINISTRATION should not be construed as an endorsement of the views or privacy policies contained therein. This site contains PDF documents. A PDF Reader is available from Adobe Systems Incorporated.

US. Department of Commerce | EU-US. & Swiss-U.S. Privacy Shield | 1401 Constitution Avenue, NW. | Room 11018 | Washington, D.C. 20230
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245 & T+ MERTEICED < FER
Article 45 Transfers on the basis
of an adequacy decision

+ 1. BZEIXISEEHBE~OEAN T — §®®%i\%§%:§\

%—IWW@EWEL<1 OFE L IFEHDETE S N7 2RI,
NIFEBHEENREICEE L TH2R L NLLZRIEL T2 EKX
MEESHIATE Lf:i%éi\c:ﬁv ZENTZES, TOFERIE. W

W7 BERIRIEFR] H E L 72Uy,

« 1. A transfer of personal data to a third country or an
international organisation may take place where the
Commission has decided that the third country, a territory or
one or more specified sectors within that third country, or the
international organisation in question ensures an adequate
level of protection. Such a transfer shall not require any
specific authorisation.



c 2RELNILOTDHEAEATHET 2L =2, RRINEZEERIZ. RICBIF2EZXIFICERBLA
CTlEm vy,

« 2. When assessing the adequacy of the level of protection, the Commission shall, in
particular, take account of the following elements:

- (a) EO¥E, MERUVEFMEBONE, AR, EY, EROZLRUHEESVICHE
AF— 2 ~DRNBEOT 2 £ RET 25 0EBE—RNAXBHFHUOBEEESR
UZ OEfT. S-EXRERBE~OBEAT—2OBEBECHEL, YEBE=EXIZE
RIS & > TEF S NBBERCHFIEL CIHEND DQRTHDH ST — X EHD
R ESLT— 2 REAE. SPNRERUESHE, BAT— 20 BEINET—%
DD DMENATHERVAELORERE.

« (a) the rule of law, respect for human rights and fundamental freedoms, relevant
legislation, both general and sectoral, including concerning public security, defence,
national security and criminal law and  the access of public authorities to personal
data, as well as the implementation of such legislation, data protection rules
professional rules and security measures, including rules for the onward transfer of
personal data to another third country or international organisation which are
complied with in that country or international organisation, case-law, as well as
effective and enforceable data subject rights and effective administrative and
judicial redress for the data subjects whose personal data are being transferred;
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(b) 7 — £ REREEF ORERCPITECISEDANTERICH T 2 BE, F— 2
PR & TET BRI NEFET BRI T NICH LBIEY 2 &L, RO, MEROE
BRI BE T 2 BEEEET 2 E-EICH I 5 — DR MEROMIT L - BEEE. X
EREEI A 5 ~ X BB O R RO RR 712,

(b) the existence and effective functioning of one or more independent supervisory
authorities in the third country or to which an international organisation is sub{_ect,
with responsibility for ensuring and enforcing compliance with the data protection
rules, including adequate enforcement powers, for_assm_tm% and advising the data
subjects in exercising their rights and for cooperation with the supervisory authorities

of the Member States; and

() YHE=ZEE L < IZEREEAIA L TWBERIECED, HICEAAT — X 1RE |2
T HENRNTDOH B1B1THE L L ITEEXEHD 6 XIE, ZEREXIEHIZICE T B H]EA~
DSMHh B E L 5 F DER,

(c) the international commitments the third country or international organisation
concerned has entered into, or other obligations arising from legally binding _
conventions or instruments as well as from its participation in multilateral or regional
systems, in particular in relation to the protection of personal data.

3.-9. (BX)
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Maximillian Schrems v Data Protection
Commissioner(C-362/14)

(interpretation of Directive Art.25-26)

* ---in the light of Articles 7, 8 and 47 of the Charter of
Fundamental Rights of the European Union

. ---the term ‘adequate level of protection’ must be
understood as requiring the third country in fact to ensure, by
reason of its domestic law or its international commitments,
a level of protection of fundamental rights and freedoms
that is essentially equivalent to that guaranteed within
the European Union by virtue of Directive 95/46 read in

the light of the Charter.
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The Charter of Fundamental Rights
of the European Union

« Article 7

« Respect for private and family life

« Everyone has the right to respect for his or her private and family life,
home and communications.

e Article 8

« Protection of personal data

- 1. Everyone has the right to the protection of personal data concerning
him or her.

« 2. Such data must be processed fairly for specified purposes and on the
basis of the consent of theperson concerned or some other legitimate basis
laid down by law. Everyone has the right of access to data which has
been collected concerning him or her, and the right to have it rectified.

« 3. Compliance with these rules shall be subject to control by an
independent authori
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Data Protection Commissioner v Facebook Ireland Ltd, Maximillian
Schrems(Case C-311/18). SchremslliAE

« SchremsllJ 2% Tlx, "Commission Implementing Decision (EU)
2016/1250 of 12 Jul 2016 pursuant to Directive 95/46/EC of the
European Parllament nd of the Council on the adequacy of the

rotection provided by the EU-US Privacy Shield |s mval d.”, D% 1),
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Article 46 Transfers subject to appropriate safeguards

« 1. 5545 FEIBICKL D AREN LT WHEIZ, BEEEXIZEIRE M EY AR
EREBETRHELTBY., ITHHET — &EMSO)TE?NJ&U“? 2 FRIZE
I MR GENIED T AR ELRIREE TH 255 IR Y . BIEE NILE
KE LB =ZEXIZIEBEEE ICEAT — ﬁ?%%ﬁx?% EDTEZE B,

« 1. In the absence of a decision pursuant to Article 45(3), a controller or
processor may transfer personal data to a third country or an
international organisation only if the controller or processor has
provided appropriate safeguards, and on condition that enforceable

data subject rights and effective legal remedies for data subjects are
available.

« 2. 51 IETE%%M@VM%E BB, EERED o DFEDRAZ2nE L
B9, RICHBIT2HDIC iof%bbﬂf%oﬁuo



The appropriate safeguards referred to in paragraph 1 may be provided for,
hout requiring any specific authorisation from a supervisory authority, by:

2.
Wit
) ARV W X AEB OERNW R AR IZBHITHDO H 5 EEXE,
)

(a
éa d_a legally binding and enforceable instrument between public authorities or
odies;

(b) 847 LIHE - 7= Ry EEEH],

(b) binding corporate rules in accordance with Article 47;

(c) BB XF2HETEDIEBETFHICHKE > TRRINEERIC L » TEHIREI N/-1E2HE
T — R {RERIA,

(c) standard data protection clauses adopted by the Commission in
accordance with the examination procedure réeferred to in Article 93(2):

(d) EEHEEICL > THRIREN, FIB RF2ETEHIEEFRICL YRMNES
RIS K > THEBSNFET — 2 RERIE,

(d) standard data protection clauses adopted by a supervisory authority and
approved by the

gé)(rg)mission pursuant to the examination procedure referred to in Article
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« (e) BUILRERE (7T —XEEROENICEBT 2 L2EBE) Z8AT S
7o DB =—EOEEENIIEIRE OWRAKRVCHITNDOH 520K % /> 72,
BA0 KL D AR INTITENRE, XL

» (e) an approved code of conduct pursuant to Article 40 together with
binding and enforceablecommitments of the controller or processor in

the third country to apply the appropriate safeguards,including as
regards data subjects' rights; or

o« (f) BUILIRERE (7T —XEROEFICBAT S LZ2ET) ZEAT S
7O DE=ZEOEEEXIIEREDOHWRARTRITADH 5 R %> 7.
FA2 FICK BARINIZFALA =X L,

» (f) an approved certification mechanism pursuant to Article 42 together
with binding and enforceablecommitments of the controller or

processor in the third country to apply the appropriate
safeguards,including as regards data subjects' rights.

¢ WEFXDSCCITRBEEIC K > TGDPRIZEWTEHERN,



IR T — X REHIFX

ERMFZERRFE2001/497/EC (Commission Decision 2001/497/EC ) (SET 1)
FRMFBEERREC (2004) 5271 (Commission Decision C(2004)5271) (SET II)

FRINEELREC(2010)593 (Commission Decision C(2010)593)

2% . DK SA Standard Contractual Clauses for the purposes of compliance with art. 28 GDPR

(January 2020)
o = - [Opinion 17/2020 on the draft Standard Contractual Clauses submitted by the SI SA (Article 28(8)
W T HIEET— X RENRIIFELLED - GDPR)]

R

2022/3/2 BANBREEENED T — X BIRF A - BEADEE 101



"Commission Implementing Decision (EU) 2021/914 of 4 June 2021 on standard contractual clauses for the transfer of personal
data to third countries pursuant to Regulation (EU) 2016/679 of the European Parliament and of the Council
MERET — X REHR

2% : DK SA Standard Contractual Clauses for the purposes of compliance with art. 28 GDPR (January 2020)
[Opinion 17/2020 on the draft Standard Contractual Clauses submitted by the SI SA (Article 28(8) GDPR)]

2% : DK SA Standard Contractual Clauses for the purposes of compliance with art. 28 GDPR (January 2020)
[Opinion 17/2020 on the draft Standard Contractual Clauses submitted by the Sl SA (Article 28(8) GDPR)]

R
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Clause 17

Governing law

MODULE ONE: Transfer controller to controller
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

[OPTION 1: These Clauses shall be governed by the law of one of the EU Member States, provided such
aw_ allows for third-party beneficiary rights. The Parties agree that this shall be the law of
(specify Member State).]

OPTION 2 (for Modules Two and Three): These Clauses shall be governed by the law of the EU Member

tate in which the data exporter is established. Where such law does not allow for third-party beneficiary
rights, they shall be governed by the law of another EU Member State that does allow for third-party
beneficiary rights. The Parties agree that this shall be the law of (specify Member State).]

MODULE FOUR: Transfer processor to controller

These Clauses shall be governed by the law of a country allowing for third-party beneficiary rights. The
Parties agree that this shall be the law of (specify country).
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"Recommendations 01/2020 on measures that supplement transfer tools to ensure compliance

with the EU level of protection of personal data
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Article 49 Derogations for specific situations

v

5549 & BE QYN IZ B 1 2515

1. In the absence of an adequacy decision pursuant to Article 45(3), or of appropriate safeguards Pursuant to Article 46, including
binding corporate rules, a transfer or a set of transfers of personal data to a third country or an international organisation shall take
place only on one of the following conditions:

156 45 RE 3AICL 2 T UREDL B WIFE, XIFWRIBEEZEH, £ 46 FICL Z2EVAREREL B WHE, LT OEAEH
DVITNAZEIL TWEHEICENTOAR, FZEXIIEFREBE~DEAAT -2 OBEXIZEAT —ZBEOESZITI I LA TE
5

(a) the data subject has explicitly consented to the proposed transfer, after having been informed of the possible risks of such
transfers for the data subject due to the absence of an adequacy decision and appropriate safeguards;

(a) THURER OBV LRERBEVFELLEWVWHIC, ZOLIBBEAZOT — L EFRICH L TRESELZARMEDOHZ Y X7 DIE
WMIBHER RIS, ZOT —2EHED BRESNABERICATNICARZ LSS

(b) the transfer is necessary for the ﬁerformance of a contract between the data subject and the controller or the implementation of
pre-contractual measures taken at the data subject's request;

(b) T—RFEHELEBELDEOEZHNDOEITO-DICZDBEANEEL R Z5E,. XiE, T—XEFEXROEKICL Y, ZRHEEOEES
KT D1-DICTDOBEANE L R DH5E

(c) the transfer is necessary for the conclusion or performance of a contract concluded in the interest of the data subject between
the controller and another natural or legal person;

(c) BEBBERVZFNUADBAAE L CILTEAE DETT — 2 EEROFZED -0 1218 22N OFEE. Xk, ZOZNOBEBITO-0HI2%
EAMNE LR DH5E
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(d)the transfer is necessary for important reasons of public interest;

(d) AHOFNRDERLEHOBEAMVE L B DIHE

(e)the transfer is necessary for the establishment, exercise or defence of legal claims;
(e) EMERBFOIGE, TEXFMAICBENBEL B DIBE

() the transfer is necessar%/ in order to protect the vital interests of the data subject or of other persons, where the data subject is physically or legally
incapable of giving consent;

) T—REEHIYEOITENICRABRZE5R 2 ZENTERAVWREICBEWVWT, T2 EERIFZNUNOEOEDICET 2FR 2 RET 27-DICBEHELIAVDEL
ANGE Z =
(g)the transfer is made from a register which according to Union or Member State law is intended to provide information to the public and which is open to

consultation either by the public in general or by an]y E)_ersor] who can demonstrate a legitimate interest, but only to the extent that the conditions laid down
by Union or Member'State law for consultation are fulfilled in the particular case.

(8) EUENISMBAEOEMEICIEL., ARICH L TERERETIILAFELTEY, 2. DRMEVELBFREL DI LERPT LI LDTEDZHED
HHEICH L THAIANTWEA, BLOERFICEVWT, BRICEAL CEU EAZXIIMBEEOERNEICE Y ED bNEEZELRET 2RERNDAICHIR TN TS ER
HEERICRR Y . E SRR L DBIENVE L R DHE,

Where a transfer could not be based on a provision in Article 45 or 46, including the provisions on binding corporate rules, 62 and none of the derogations for
a specific situation referred to in the first subparagraph of this paragraph is applicable, atransfer to a third country or an international organisation may take
place onI%/ if the transfer is not repetitive, concerns on%a limited number of data subjects, is necessary for the purposes of compelling legitimate interests
pursued by the controller which are not overridden by the interests or rights and freedoms of the data Subject, and the controller has assessed all the
circumstances surrounding the data transfer and has on the basis of that assessment provided suitable safeguards with re%ard to the protection of personal

data. The controller shall inform the supervisory authority of the transfer. The controller shall, in addition to providing the information referred to in Articles
13 and 14, inform the data subject of the transfer and on the compelling legitimate interests pursued.

WRMDEHEBOLBEEZEH, F A0 ENIF L6 ZICEDWTBELZITI ZEATET, /2. KA (@) 75 (@) ICLZEBEFEORIICHITZHAALVTNEE
BagETidaWigs. Z0BEED, RENAELDOTIELEL, BRESNEABOT—XFEKICERTZIHLOTHY ., T—2FEDIENRVERHICE>TEXINS
HOTREVWVEBRENRDIBENLELANBOENOLHICHETHY ., 1D, EEBEENT—IBERLEETZLTOEBETMLTEY., D, ZOFE
ICED%X, ZOEEEVPEAAT—Z2OFREICEHAEL CERT 3 REEEXRHELABEICRY. FoEAXIIEREREICH T 2BEEZTII LI TES, Z0EE
ElL, BEBEBEICEL T, ZoBEEFBALATNELASH L, ZOEEHEIL. 20T —ZEEICH L, BIB3EXEVBUARITRET 2BRICMA. Z0OBEK
URO SN BRFHEOLELRFIFICEL, BHREBEHEHL A TNIER SH 0,

2-6 (%)
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European Data Protection Board Our Work & Tools Our documents

Guidelines 2/2018 on derogations of Article 49 under
Regulation 2016/679

Guidelines

Guidelines 2/2018 on derogations of Article 49 under Regulation 2016/679
Guidelines 2/2018 on derogations of Article 49 under Regulation 2016/679 [ 732.6¢ ke English v
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English (en)

MIGRATION AND HOME AFFAIRS

European
Commission

European Commission > Migration and Home Affairs >

Home What's New~ Financing~ Who We Are-~ What We Do~ E-Library~

Agencies Networks

Lo oroton o Passenger Name Record (PNR) Sea Q

Integration
§ Share

fRe000 cooco PP, N O &

Irregular Migration &
Return

Common European

Asylum System

Passenger Name Record (PNR) data is information provided by passengers and
Schengen, Borders & collected by air carriers for enabling reservations and carrying out the check- Related legis]ation
Visas in process. It is a record of each passenger's travel requirements held in

carriers' reservation and departure control systems. It may contain a wide and documents
Industry for Security range of information, such as dates of travel, travel itinerary, ticket

information, contact details, travel agent, means of payment, seat number
and baggage information.

Organised Crime & e e
Human Trafficking The collection and processing of PNR data is considered by many states, | Focus on
within and outside the EU, as an important law enforcement tool allowing to |
prevent, detect and investigate terrorism and other forms of serious crime |
(such as drugs and human trafficking, child sexual exploitation and others). At |
the same time, the use of PNR data for law enforcement purposes involves the |
processing of personal data which raises important issues with respect to the |l
fundamental rights to the protection of private life and to the protection of I

= 14/04/2016 -
Adoption of the EU
Passenger Name
Record (PNR) Directive
by the European
Parliament - Joint
Statement by First

Crisis & Terrorism

Police Cooperation

»» Information exchange

3 paSSengerNarﬂe lmmﬁu%--------------------------




Home What's New~ Financing~ Who We Are~ What We Do~ E-Library~

Policies Agencies

Networks

Third country agreements

An increasing number of third countries are requesting PNR data from air
carriers operating flights from the territory of the European Union. The EU has
so far concluded international PNR agreements with the United States, Canada
and Australia, allowing air carriers to transfer PNR data to these third
countries. Such cooperation can bring major security gains, in areas like
foreign terrorist fighters travelling to conflict zones for terrorist training, drugs
trafficking or travelling sex offenders.

[N NN EEN EEN SN EEN NN SN SN SN SEN SEN SEN SN SN SEN NN SN SN SN SEN SN SEN SEE SN SN SN SN SN SN SN N S S S . .y
In 2010 the Commission issued a Communication "On the global approach tol
transfers of Passenger Name Record data to third countries" to set out the
elements of the EU's external PNR policy. This Communication established a
set of general criteria that must be fulfiled by future bilateral PNR |
agreements, including, in particular, a number of data protection principles and I
safeguards. These general criteria formed the basis of the renegotiations of I
the PNR Agreements with the US, Australia and Canada, leading to the=
conclusion of new PNR Agreements with the two first mentioned countries, |
which are subject to regular reviews and evaluation. The envisaged new EU- |
Canada Agreement has, however, not entered into force because in November I
2014 the Parliament voted to seek the opinion of Court of Justice as to |
whether the draft Agreement is compatible with the Treaties and the Charter
of Fundamental Rights I
|

Once the European Court of Justice has issued its opinion on the envisaged |
PNR Agreement with Canada, the Commission intends to review the currentl
approach towards transfers of PNR data to third countries, to address the |
increasing third country requests in a clear and coherent way, including by |
considering a model agreement setting out the requirements third countries |
have to meet to be able to receive PNR data from the EU. i
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