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AWS Account ID
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Target AWS account

Service key

BIanccoﬁ‘B}E{%éﬂ%ﬁ%— RolefEpkBFDExternal ID

Key provided by Blancco

External ID

IAM integration role's External ID

How it works

1. Enable Blancco integration to target A
o Create new CloudFormation stack
o Set template parameter External |
o Optionally, set template paramete

2. Login here.

3. Select S3 bucket to be erased.
4. Blancco will delete all data in the S3 by
o Associated key means a key which

5. AWS deletes CMKs after 7 days pendin
6. State of erasure can be viewed after lo
o Blancco monitors progress of key

7. After 7 days Blancco can confirm succe
o Each object version has two possil

= Verification level erasure (Cry

= Verification level delete (nor
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: blan CCO cioud Storage Eraser | Amazon S3

B select 53 bucket [EJ Confirm erasure  [EJ View status

Active erasures

Select bucket(s) to view erasure status:

View erasure status

Start new erasure

Select bucket(s) to erase:
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blan CCO cioud Storage Eraser | Amazon 53

B) select S3 bucket  [E Confirm erasure  [EJ) View status

Active erasures

Select bucket(s) to view erasure status:

Start new erasure

Select bucket(s) to erase:

s3-eraser-demo-bucket

Continue to erasure

=

blancco

[Select bucket to erase|®ROYIFIIIZRH
SIEEXRICRD)I Ty (ERIOFITES3-
eraser-demo-bucket) ZiZEiRU. [Continue
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erasure ] CHEZFHIBLE T,
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B sclect 53 bucket [EB Confirm erasure  [EJ View status | Restart

Please confirm erasure of the following Amazon 53 buckets:
* s3-eraser-demo-bucket-20220311

All object version, 53 bucket and all CMKs used to encrypt objects in this bucket will be deleted.
By proceeding | agree to the terms of the EULA found in www.blancco.com/eula

Report custom fields (optional)

Field name = Operator Field value = Toru Takano .

Previous Start erasure
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s3-eraser-demo-bucket

n Select 53 bucket Confirm erasure B View status Restart

Erasure status: InProgress

Gy

Resource type Identifier State Scheduled deletion date
AWS S3 Bucket arn:aws:s3::s3-eraser-demo-bucket Unknown
Download report
s3-eraser-demo-bucket I
Erasure status: PendingKeyDeletion
Resource type  Identifier State Scheduled deletion date

AWS KMS CMK  arn:aws:tkms:eu-west-1:214850636121:key/bbb4f521-7a6f-4fb9-8669-88b235480f80

AWS S3 Bucket arniaws:s3:ns3-eraser-demo-bucket

Deleted

2022-03-18 05:05:53+00:00

Download report
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AWS KMS CMK: PendingDeletion

AWS S3 Bucket: Deleted
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n Select S3 bucket B Confirm erasure B View status Restart o

Active erasures

Select bucket(s) to view erasure status:

s3-eraser-demo-bucket

View erasure status
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7>0—-RU. B3>V —-)L (Blancco
Management Console) (CA>R—RTEET,

s3-eraser-demo-bucket

Erasure status: PendingKeyDeletion

Resource type Identifier State Scheduled deletion date
AWS KMS CMK  arn:aws:kms:eu-west-1:214850636121:key/bbb4f521-7a6f-4fb9-8669-88b235480f80 2022-03-18 05:05:53+00:00
AWS S3 Bucket armiaws:s3iis3-eraser-demo-bucket

Download report
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