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Azure AD (A4 >4 >a7%)

Amazon CloudTrailB 2" (avy —ILm oA V)

“id”: “Qaaedfab-7d22 (&EE) ",
"createdDateTime": "2022-11-26T07:46:00Z",
“userDisplayName”: “2—%+t 04 F",
"userPrincipalName": “user0l@sample.com”,
"userld"; "75577223-289b (&RE) "
"appld": "c44b4083-3bb0 (&HBE) ",
"appDisplayName": "Azure Portal",
"ipAddress": " 52.93. (&B&) ",
"ipAddressFromResourceProvider": null,
"clientAppUsed": "Browser",
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:107.0) Gecko/ (&H#g)
"correlationld": "1e8balb0-102f (&BE) ",
~ () ~
"status": {
"errorCode": 0,
"failureReason": "Other.",
"additionalDetails": null
I3
~ (BRE) ~

"eventVersion": "1.08",
"userldentity": {
"type": "IAMUser",
"principalld": "AIDA (&#&) "
"arn": "arn:aws:iam:: (&R&) :user/user01",
"accountld": " (&HZ) ",

n,on

"userName": "user01"

1,
"eventTime": "2022-11-26T07:45:287",

"eventSource": "signin.amazonaws.com",

"eventName": "ConsoleLogin",

"awsRegion": "ap-northeast-1",

"sourcelPAddress": "52.93. (&ER) ",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:107.0) Gecko/ (&HB%) "
"requestParameters": null,

"responseElements": {

"ConsoleLogin": "Success"

~ (B8 ~
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El 1%*1- H Fﬂﬂ ‘i 90 E —> 1‘& ! ’ — t Z ’\$ g % [ 2 (] AR Mg A~ SR 1Y% EGPIRYES UY—RH1T UV—ZE
O ConsoleLogin November 26, 2022, 16:45:28 (UTC+09:00) admin01 signin.amazonaws.com - -
(] PutEvaluations November 26, 2022, 16:33:36 (UTC+09:00) configl ution (,m:',ﬁf', nazonaws.com - -
O PutEvaluations November 26, 2022, 16:33:36 (UTC+09:00) configl ution config.amazonaws.com - -

. - CloudWatch Logs|Z#mX L TR
050~ FERRUTHTUREETEN. HoAOTUZRR . 'f%?%:ﬂﬂ FlEﬁ /\\\f—ﬁ' BE ( E :E) T

aws-cloudtrail-togs- | N <

AW I T HEER D

1 fields @timestamp, @message

2 | sort @timestamp desc

3 |-limit 20

4 | ‘display @timestamp, userIdentity.accountId, userIdentity.arn, eventName, eventsnurca{

AWS ClOUdTra” DTUHER 15 SR TAET-
0s | e [ mmezoak—t v |[ sysak—rcen |
406 M 20 D—HUELI- FOER Q@ ERNIS LEFER
406 LI~ (568.1 KB) JJ‘ 2.6s @ 155 records/s (217.7 KB/s) TAF v > anxE Lz
100
80
g
N - - m o m B B om e m _ma L -
05 20 05:25 05:30 05:35 05:40 05:45 05:50 05:55 06 PM 06:05 06:10 06:15 06:20
# @timestamp userIdenti. userIdentity.arn eventName eventSource
> 1 2822-11-26T18:18:44.382+09:00 arn:aws:sts: assumed-role/AWSSe. ListMultiRe.. s3.amazonaws.com
> 2 2022-11-26T18:17:53.346+089:00 arn:aws:sts: assumed-role/AWSSe. DescribeTab.. dynamodb.amazonaws.com
>3 2022-11-26T18:17:52.512+089:00 AssumeRole sts.amazonaws.com
> 4 2822-11-26T18:17:29.786+89:00 arn:iaws:iam: user/adnin@1 ListIndexes resource-explorer-2.amazonaws.com
> s 2022-11-26T18:17:29.786+89:00 arniaws:iam: user/adnin@l monitoril
Users | 2022-11-26T18:17:29.786+89:00 arn:aws:iam: user/adnin@l DescribeMet.. logs.amazonaws.com
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N Tags.@: “stg-web”
Relationships.4: {“"resourceld":"vpc-
»"resourceType”:"AWS::EC2::VPC","name"”:"Is contai i
Vpc”
Rela
A ype":"AWS: :EC2: :Subnet”, "name”:"Is contain
in Subnet”
ARN: "arn:aws:ec2:ap-northeast-1 i i
ﬁ 2L 0-FERR
16:04:56 B CloudTrail 1< b
AR RS a-4-% AR R
2022118128 16:04 admin01 Terminatelnstances
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€IS AWS Foundations Benchmark v1.2.0 1 27 34% arnzaws:iarm [ vser/administrator 2
AwS BEtF1UF A DRARTISOF 1R
v1.0.0 7 e am:awssnsap-northeast- 1| 2
@ €15 AWS Foundations Benchmark v1.4.0
PCIDSS v3.2.1
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Uy —XERERE

U—S3 2 BI0RiHER

TATOULIENRY -2 3 S ORARIE BHan 7.

U-%a2 W CRITICAL W HIGH W MEDIUM oW
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Security Hub > BHHER

IAM.5 MFA should be enabled for all IAM users that X
Am azon G uard Duty HitiER have a console password
BEERE. CF1UF LOMED. ABULEFIUSFIyITT, i e ’ T
. . . oundatonalsecurity-bespracliccalafLOO/IAM.5/nding
< =
. R R 22 m Tﬁ . Fisncavte-oss-irsa-
TrailZg ED B 7 H o BB R AWS Security Hub :
[(9=270-0Z57—5R ZEEL NEW X] MDD : .
= — . — This AWS control checks whether AWS Multi-Factor Authentication (MFA)
Q[0-570-0Z7—5R wEAL: NoTFED X|[LO—FORE ZEACACIVE X] X is enabled for all AWS Identity and Access Management (IAM) users that
use a console password.
T D
: A-WE v
EBE v D—IIO—ORF—HR v La—FoRE v y-vay v D=JI0-DRF=HR L3- FowRE
D - -A wn v | ACTIVE
RERRTO) Y- &
AWS 7H D> 1D EEE (AVIFN)
W MEDIUM NEW ACTIVE ap-northeast-1
IAM Access Analyzer ) o
y AVTISAPIADRT—HA Pesssd
o @ FAILED @ 2022-04-27T09:12:50.7682 &
— > IR 57
IAMB — L S3DAER T 7 2 R & 1R - s
B MEDIUM NEW ACTIVE ap-northeast-1 2022-11-26T09:33:15.5222 @ Security Hub @
BEESN A
B MEDIUM @ AWS @

» ERBIUBERIEER

P I) )l/ ﬂ“ |-7 \/ T Ja EEJ’.E\E W MEDIUM NEW ACTIVE ap-northeast-1 :;;—1

For directions on how to fix this issue, consult the AWS Security Hub
Foundational Security Best Practices documentation. [2

W MEDIUM NEW ACTIVE ap-northeast-1
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| Cloud Logging & 2§

_Required> >~ 7 _Required@ 7' /N4 b 400 B 1%

ns5—% _Default> > 2 Default@ &' /"4y b

| FE=E O
I | ' myi=
[ |
| S 2 s Ny N
| I-YERY VY A-—YERATNT Y b |
. - T TTTTTTTT—TTT—TT/————= o
= E’:}?’g"r;"; Logs Explorer ) REFINE SCOPE GDSHARELINK  ®1LERRN
v v v - Query  Recent(0)  Saved(0)  Suggested(0) Library T Msave Streamlogs

® .

il Logs-based Metrics

I I s
N Logs Router

- B Logssiorage ields istogram G Createmetric A Createalert (DJumptonow | Moreactions ~
Cloud Storage BigQuery Pub/Sub S o S o ’ ‘

= Loganalytics QD Log fields < Histogram Q @ o
[ ‘
(= searcn fieias and value | <[ [ Ly
0o =] -
~ RESOURCE TYPE * g *
Nov 27,1201 AM 1230 M Nov 27, 102 AM

. ® Last 1 hour Q Search all fields Resource ~ Log name ~ Severity = ‘Shquue
I I [l 1il  Logs Dashboard "

{8} GCE Project 4
Queryresults 5 log entries @ Find in results (Ctrl F) Comelateby + | & Download o
B3 Google Project
seveRTy | TvEsTAMP 1 sTe swmam g
A~ SEVERITY
Log EX |O rer T*ﬁ = a ﬁb @ Showing logs for last 1 hour from 1127122, 1200 AM to 127/22, T00AM. [ Extend timeby: 1 how | + ] [(Edit time |
#A i Notice )
p 1IN b > 2022-11-27 00:57:56.238 JST 1t L -pre T
> i 2022-11-27 88:57:57.479 JST compute googleapis.com  _.projects.setCommonInstanceMetadata
> i 2022-11-27 08:57:50.444 JST t 1 e
> 2022-11-27 0@:57:58.468 JST cloudresourcemanager.googleapis.com  SetlamPolicy projects,
> i 2022-11-27 00:58:80.125 JST compute.googlespls.com  ..projects.setCommonInstanceMetadata
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AJIL—X—¢0T7/\7vy

HRIEEHTEIZALTDOEY

Logs Router J. CREATESINK  [il] DELETE

Logs Router Sinks

IW—R—D > VHRET. 8L

KT/

= Filter Filter

(] Enabled Type Name D
O e Cloud Logging bucket _Default

a [] Cloud Legging bucket _Required

Logs Storage [ CREATE LOG BUCKET

Current total volume

oB

Sinee the first of this month. See total usage by resource type

Log buckets

= Filter Filter

|:| Name 4+ Deseription Previous month usage
O _Default Default bucket 0B
O _Required Audit bucket Not billed

) CREATE USAGE ALERT

o
Destinat Created Last updated
logging.googleapis.com/projects; locations/global/buckets/_Default E
legging googleapis.comy/projects lecations/global/buckets/_Required H
[i] pELETE 1 LEARN
Previous menth velume Projected velume by EOM
0B 0B
Total for month of October. See bill By end of the month
(2]
Month-to-date usage (MTD) Log Analytics available BigQuery linked dataset Retention period Region Status
0B UPGRADE - 30 days global Unlocked H
Not billed UPGRADE - 400 days global Locked H

© Nuligen Security Co., Ltd.

Unlocked®_ Default/X4 v b E., RIFHIREZZE Al EE

< Edit log bucket

@& Bucket details

Provide a name and description for the log bucket.

Name
_Default

Ex. ‘example or ‘example_bucket-1'

Description
[ Default bucket

[[] Upgrade to use Log Analytics [Fa=0]

You cannot downgrade a log bucket after it has been upgraded. Learn more

Select log bucket region
global -

Log bucket regions can't be changad later.

DONE

@& Set the retention period

Choose the duration that logs are stored in the bucket. Setting a longer retention
peried impacts billing.

Retention period *
[ 30 day(s)

UPDATE BUCKET CANCEL
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